HNuadopMmanrioHHasA MaMATKA /IS O0YyJaIOIUXCS
C KaK/IBIM TOIOM MOJIOZIE?KU B UHTEPHETE CTAHOBUTCS 0OJIbIIIE, & IIIKOJbHUKU OJHU U3
caMbIX aKTUBHBIX IT0Jb30BaTesiel Pynera. Mexay TeM, IOMUMO OIPOMHOTO KOJIMYEeCTBA
BO3MOJKHOCTEH, WHTEPHET HeceT U MpoOseMbl. ITa MaMATKA JIOJDKHA MOMOYbL Tebe
6e3011acHO HAXO/TUTHCS B CETHU.

KoMmnbrorepHbie BUPYCHI

KommbpioTepHBI BHUpPYC - 3TO Pa3HOBHUAHOCTh KOMIIBIOTEPHBIX IIPOTPaMM,
OTJINYUTEIbHOU OCOOEHHOCTBIO KOTOPOU SBJAETCA CIIOCOOHOCTh K pPa3MHOKeHUI0. B
JIOIIOJIHEHHWE K 3TOMY, BUPYChl MOTYT IIOBPEJUTh WJIM IIOJHOCTBIO YHUUTOXKHUTH BCE
daitiiel ¥ AaHHBIE, TOAKOHTPOJBHBIE IIOJIL30BATENI0, OT HWMEHH KOTOpOro ObLIa
3alylleHa 3apa)keHHasd IIporpaMMa, a TakKe IOBPEeAIUTh WU JaXKe YHUUTOXKUTH
OIIEPAIIMOHHYIO CHCTeMy cO BceMH ¢aiyiaMu B IeJIoM. B OGOJBIIMHCTBE CIIydaeB
PacCIpOCTPAHAIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTozbl 3a1IUTHI OT BPEJOHOCHBIX ITPOTPAMM:

1. Mcnonb3yii coBpeMeHHbIE ONepallIOHHbIE CUCTEMbI, UMEIOII[Ie CEPhe3HbIN YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IIPOI'PaMM;

2. [locTrossHHO ycTaHaBiauBail nautu (IudpoBble 3amaTKH, KOTOpPble aBTOMAaTUYECKU
yCTaHABJIUBAIOTCA C IEJIbI0 JOPAaOOTKU IMPOrpaMMBbI) W JIpyTHe OOHOBJIEHHs CBOEU
omepanuoHHOU cucTeMbl. CKaunBall UX TOJIBKO C OPUIIMATBHOTO caliTa pa3paboTunka
OC. Eciu cymiecTByeT peXKUM aBTOMATUIECKOTO OOHOBJIEHU S, BKJIFOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepe 1107 IpaBaMU I10J1b30BaTesIsd, a He a/IMUHUCTPATOPA.
ATO He MO3BOJUT OOJIBIINHCTBY BPEIOHOCHBIX IIPOTPAaMM HWHCTAJLJTUPOBAThCA HA TBOEM
IIePCOHAJIbHOM KOMIIBIOTEPE;

4. Vlcionp3yit aHTUBUPYCHBIE IPOTPAaMMHbIE ITPOIYKTHI U3BECTHBIX ITPOU3BOIUTENIEN, C
aBTOMaTUYeCKUM OOHOBJIEHUEM 0a3;

5. Orpannup pusnvyecKuil JOCTyI K KOMIBIOTEPY JIJIs1 IOCTOPOHHUX JIUII;

6. Mcrnionp3yil BHENTHNE HOcCUTEU NHGOPMALIMU, Takue Kak (piiemka, AucK win ¢aiii
13 UHTEPHETA, TOJbKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KoMmbloTepHBIE (ailsibl, MOJyYeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Jaxe Te (ailpl, KOTOpbIe IPUC/IAT TBOU 3HAKOMBIN. Jlydllle yTOUHU Y HEero, OTIPaBJIsI
Jii OH Tebe UX.

Ceru WI-FI

Wi-Fi - 3To He BUJ mepe/iauvl JaHHBIX, HE TEXHOJIOTUS, a BCETO JIUIIb OpPEH/I, MapKa.
Eme B 1991 roay HujepJsaH/icKas KOMIIaHUA 3apeructpupoBana 6peny "WECA", uro
obozHauaso cioBocoueranue "Wireless Fidelity", xoropsiii mnepeBoguTcs Kak
"GecIIpoBOIHAS TOYHOCTS'.

Jlo Hamero BpeMeHHM JoIIa Jpyras abOpeBUaTypa, KOTopas SBJSETCA TaKOH Ke

TexHosiorue. Ito abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO aHO ¢ HAMEKOM Ha

CTaHJApPT BbBICIHIEN 3BYKOBOUM TexHWUKU Hi-Fi, yTo B mepeBose 03HAUaeT "BBICOKASA
"

TOYHOCTB'".



Jla, GecriaTHBIA MHTEPHET-IOCTYI B Kade, OTEJIsIX U adPOIOPTaX SABJISAETCA OTIUYHOU
BO3MOJKHOCTBIO BBIXO/Ia B UHTepHeT. HO MHOTHE OJKCIEePThl CUYUTAT, YTO
obmezoctynubie Wi-Fi cetu He ABJIAI0TCS 6€30MIaCHBIMU.

CoseTbl 110 6€30I1aCHOCTH PabOTHI B O0IIEAOCTYITHBIX ceTax Wi-fi:

1. He mepepaBaii cBow JimuHyl0 WHoOpManuio yepe3 oOmiemocrymuble Wi-Fi cetu.
Pabotas B HUX, KeJIaTeJIbHO He BBOAUTH MAaPOJIU AOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Mcnosp3yil 1 0OHOBJISY aHTUBUPYCHBIE POTPAMMBbI U OpaHzaMayep. TeM caMbIM ThI
obe3omacunib ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnospzoBanum Wi-Fi otrimoun ¢yuknuio "OO0mmuil moctyn k daiiam u
npuHTepam'. JlaHHasg GYHKIUA 3aKphiTa [0 YMOJIYaHWUIO, OJHAKO HEKOTOPBIE
II0JIb30BATEIN aKTUBUPYIOT ee /11 yZI00CTBa UCIIOIb30BaHU B paboTe min yuebe;

4. He ucnionpay myosmuabii WI-FI i mepegaun JIMUHBIX JTAHHBIX, HAIPUMEP JIJIA
BBIXO/Ia B COIMAJIbHBIE CETU WJIU B 3JIEKTPOHHYIO I10YTY;

5. Wcnonp3yit TOJIBKO 3armuiiieHHoe coenuHenue yepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-azpeca BBoau uMeHHO "https://";

6. B wMobOwinbHOM TenedoHe oOTkaOuUH GyHKHuB Tlogximiouenne k - Wi-Fi
aBTomaTtuuecku'. He fiomyckail aBTOMaTHUYeCKOro MOAK/IIOUEHHUs YCTPOHUCTBA K CETAM
Wi-Fi 6e3 TBoero coryiacusi.

ConmunajibHbIE CeTH

ConpasibHble CeTH aKTHBHO BXOZAT B HAIIY KU3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT
TaM IOCTOSHHO, a B Facebook y:ke 3aperucTpupoBaH MUJLTUAP/T YETIOBEK, UTO SIBJISIETCS
OZIHOHI ceIbMOI BCEX >KHUTeJeH IIaHeThbl. MHOrHe II0JIb30BaTeJd He MOHUMAIOT, UTO
nHdopManus, pasMellleHHas HMH B COIIHAJBHBIX CETAX, MOKET ObITh HalJleHa Hu
HCII0JIb30BaHa KEM YTOJTHO, B TOM UHCJIE He 0053aTeIbHO ¢ 6J1aruMu HaMepeHUsIMHU.

OCHOBHBIE COBETHI 110 OE30ITaCHOCTH B COONHAJIbHBIX CETAX:

1. Orpa"nuub CIHUCOK Jipy3ed. Y TeOs B JPYy3bsAX HE JOKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiiai CcBOI YacTHYIO ku3Hb. He ykaspiBail maposiu, TesaedoHbl, aapeca, JaTy
TBOErO0 PpOXKAEHUs U JAPYIyl0 JIUYHYI0 WH(GOpManuo. 3JIOyMBIIUIEHHUKA MOTYT
HCIIOJIb30BaTh Jlake WHGPOPMAIIUI0 O TOM, KaK Thl U TBOU POAUTENU IUIAHUPYETE
IIPOBECTU KaHUKYJIbI;

3. 3amuIman cBO0 PEIyTaIuio - IEPKU €€ B YUCTOTE U 3a7jaBail cebe BOIIPOC: XOTesT ObI
ThI, YTOOBI APYTHE TTOJIb30BATEN BUEJIH, UTO ThI 3arpy»kaenisb? [Togymai, npexae yem
YTO-TO OIyOJTMKOBATh, HAIIMCATh U 3aTPY3UTh;

4. Ecyi ThI TOBOpUIIIB C JIIOJIbMU, KOTOPBIX He 3HAaelllb, HE HCIIOJIb3yH CBOE peayibHOe
VM U JIPYTYIO JINYHYI0 NHGOPMAIINU: UM, MECTO KUTEIbCTBA, MECTO yUeObl U IIPOYeE;

5. N36erait pazmemenus dororpaduii B IHTEpHETE, I71e THI N300paKeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPeZIeJINTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpainuu B COIUAIIBHON CETH HEOOXOAMMO HCII0JIH30BaTh CJIOKHBIE ITAPOJIH,
cocrosIme u3 OyKB U HUMP U C KOJIMIECTBOM 3HAKOB HE MeHee 8;



7. 1151 CONMAIBbHON CETH, TIOYTHI U IPYTUX CAUTOB HEOOXOIMIMO HCIIOJIb30BATh Pa3HbIE
naposu. Torga ecau TeOs B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIyYaT IOCTYII TOJIBKO K
OJIHOMY MecCTy, a He BO BCe cpasy.

AJIeKTPOHHBIE IEHbI'U

BJ'IGKTPOHHI)IG A€HbI' - 3TO OYEHDb yn06HbIﬁ crrocob HJIaTe)KefI, OHAKO CyHIE€CTBYIOT
MOII€HHUKH, KOTOPbIE€ XOTAT IIOJIYYUTb 5TU AE€HbI'U.

SHGKTPOHHI)IG JA€HbI'H IIOABHUJIMCH COBCEM HE€AAaBHO M MMEHHO H3-3da 3TOI'O BO MHOTHX
rocygapCTrBax A0 CHX ITOP He IIPOIIMCAaHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHH (GYHKIIMOHHUDYIOT M O HHMX yKe IIPOIHMCAHO B 3aKOHE, IJie UX
pas/iesIIoT Ha HECKOJIBKO BH/IOB - aHOHMMHBIE M HE aHOHUMHBIE. Pa3zHUIla B TOM, UTO
AaHOHHUMHBIE - 3TO Te, B KOTOPBIX paspelnaercss MTPOBOAUTH omepanuu 0Oe3
UeHTU(UKAIIMKA T10JIb30BaTENsA, & B HEAHOHUMHBIX HAEeHTU(UKAIUS I0JIh30BaTesIs
ABJIIETCA 00s13aTEILHOM.

Takske ciezyeT pa3auyaTrh 3JIEKTPOHHBIE (puaTHBIE eHbIU (PAaBHBI TOCY/IAPCTBEHHBIM
BJIIOTaM) U BJIeKTPOHHBIE HedUaTHBIE JIeHbI'M (He PaBHBI TOCY/IaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 Oe301acHOl paboTe ¢ 5/IEKTPOHHBIMHU JIeHbraMMU:

1. [IpuBs:ku K cueTy MOOUIBHBIN TesiedOH. ITO caMbIil yAOOHBIM U OBICTPHIN CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesieOH TOMOKET, €CJIN 3a0yelb CBOI
IIJIaTeXKHBIH [MapoJIb WK 3ai/lellb Ha CAalT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Mcnonp3yit ogHOpa3oBble maposnu. [locie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIIUIO
Tebe y2ke He OyZleT yrpoKaTh ONACHOCTh KPakKy MJTU IlepexBaTa IUIATEXKHOTO MapoJis;

3. Beibepu cioxHbIN maposib. [IpecTynmHuKaM OyZeT HE IPOCTO YraZaTh CJIOKHBIN
naposib. HasiesxHple maposiu - 3TO Mapojid, KOTOpble cojiepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0Os CTPOUHBIE U MPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKue KakK 3HaK Jiojiapa, GyHTa, BOCKJINIATETbHBIN 3HaK U T.I1. Hanpumep, $tRong!;;

4. He BBO/IY CBOM JINUHBIE JJAHHBIE HA caliTaX, KOTOPHIM HE JIOBEPSEIIb.
AJIeKTPOHHAasA MOoYTa

JJIEKTPOHHASA TI0YTA - 3TO TEXHOJIOTHSA U IIPEJIOCTABIIsIEMbIE €10 YCIYTH I10 TIEPEChUIKE U
MIOJIyYEHHUIO BJIEKTPOHHBIX COOOIIEHH, KOTOPhIE PACIPEAESISIOTCS B KOMIIBIOTEPHOM
cetd. OOBIYHO DHJIEKTPOHHBIA IIOYTOBBIM SIMHK BBITJISUT CAEAYIONAM 00pa3oM:
HUMsI_TI0JIb30BaTENIS @UMS_JIoMeHa. Tak:ke KpoMe Iepe/laduul IMMPOCTOTO TEKCTA, HMEeeTC sl
BO3MOXKHOCTD I1epe/IaBaTh (pamsibl.

OcHOBHBIE COBETHI 110 He301acHON paboTe C 5JIEKTPOHHOMN MOYTOMU:

1. Hazio BeIOpaTh mMpaBUJIBHBINA ITOYTOBBIN cepBUC. B HMHTEepHETE €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX ITOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JIOBEPATHh Te€M, KOIO 3HAellb U KTO
IEPBbIA B PEUTUHTE;

2. He yka3piBail B JIMUHOU mouTe JUYHYyI0 nHGopMaluio. Hanpumep, sgydiie BbIOpaTh
"My3bIKaTbHBIM__aHaT@" win "pok2013" BMecTo "Temals";

3. Mcnostb3y# BYX3TAITHYI0 aBTOPHU3AIUAI0. DTO KOT/[a IOMUMO ITapoJis HY?KHO BBOJIUTD
KO/I, TIpuChLIaeMbIH 110 SMS;



4. Bpibepu cJI0KHBIN maposib. JIJIA KaKJIOro IOYTOBOTO SIIIUKA JIOJDKEH OBITh CBOU
Ha/Ie’KHBIN, yCTOUUYMBBIN K B3JIOMY HapOJib;

5. Ecan ectb BO3MOXKHOCTh HaIlMCaTh caMOMYy CBOI JIMYHBIN BOIIPOC, HCHOJ’IBBYﬁ ITY
BO3MOXHOCTD;

6. Vcronb3yil HECKOJIBKO IOYTOBBIX ANIUKOB. llepBbIi /Aj1d YAaCTHOU II€PEeNuCKU C
azpecaTaMu, KOTOPBIM ThI IOBEPSEIIh. DTO SJIEKTPOHHBIN a/ipec He HAJI0 UCIIOJIb30BATh
IIpU peructpanuu Ha ¢opyMax u calTax;

7. He oTkpbiBail halyibl U JIpyTHe BJIOKEHUs B MHChMaX, JlaXKe eCJIM OHU IIPUIILIA OT
TBOMX Apy3€eil. JIydllle yTOUHY Y HUX, OTIIPABJISLIN I OHU TeOe 3TH DauIbl;

8. Ilocse okoHYaHHWs pabOTHI HA MOUYTOBOM CEpPBHICE Iepef] 3aKPBITHEM BKJIAJKU C
caiiToM He 3a0yZb HaKaTh HA "'BeidTH".

Ku6epOy//IMHT NN BUPTyaJIbHOE U3/1eBaTeJIbCTBO

KubepOy/UTMHT - TpecjieloBaHHE COOOIEHUSIMH, COAEPIKAIUMH OCKOpOJIeHus,
arpeccuio, 3amlyruBaHWeE; XYJIMTAHCTBO; COIHMAJIbHOE OOHKOTHPOBAaHHE C IIOMOIIBIO
Pa3IUYHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYTUHTOM:

1. He 6pocaiica B 601. Jlyumuii cnoco6: OCOBETOBAThCA Kak ce0s BECTU U, €CJIM HET
TOT0, K KOMY MOKHO O0OpPaTUTbCA, TO BHAUaJIE YCIOKOUThCA. Ecu Thl HAUHEIIh OTBEYaTh
0CKOpOJIEHUSAMU Ha OCKOPOJIeHNs, TO TOJIBKO ellfe OOJIbIIe Pa30XKKellb KOH(IIUKT;

2. YpaBJisiii cBoel KubepperyTamuei;

3. AHOHHUMHOCTh B CE€TH MHHMAas. CYIJ_[CCTBYIOT CIIOCOOBI BBIACHHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKAQYHTOM;

4. He crouT BecTH XyJIMTaHCKUH 00pa3 BUPTYaJIbHOU JKU3HU. VIHTEpHET GUKCUPYET BCE
TBOU JIEUCTBUS M COXPAHSAET UX. YJAJIUTD UX Oy/IeT KpaiHe 3aTPYHUTEIIHHO;

5. CobJtioziaii CBOI0 BUPTYaIbHYIO Y€CTh CMOJIOJY;

6. VrHopupy#d enuHUYHBIN HeratwB. OIHOPa30BbIE OCKOPOUTEILHBIE COOOIEHMS
JIy4iiie uirHopupoBaTh. OOBIYHO arpeccus IIpeKpaIaeTcs Ha Ha4aJIbHOU CTa/INH;

7. baH arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETAX ECTh BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKU COODIIEHUH C ONPeieIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzgerenb KubepOysuimHra. TBow [eWCTBUA: BBICTYIIUTH IPOTUB
IpecjefoBaTesis, IOKa3aTh €My, 4YTO €ro JeWCTBUS OIeHHBAIOTCA HEraTUBHO,
IO/IJIEP2KATh KEPTBY, KOTOPOU HY»KHA IICUX0JIOTUYECKas IIOMOIIb, COOOITUTH B3POCJIBIM
0 (pakTe arpecCUBHOIO IIOBE/IEHUS B CETH.

MoouabHBbIN TesiedoH

CoBpemenHble cMapT@OHBI U IUIAHIIETHl COZEepKAT B cebe BIIOJHE B3POCJIBIHI
(pyHKIIMOHAJ, W Temepb OHM MOIYT KOHKYpPHpPOBaTb CO CTallMOHApPHBIMU
KoMIbioTepaMu. OJTHAKO, CPE/ICTB 3AIUTHI JJIs MOIOOHBIX YCTPOMCTB IOKA OUYE€HDb MAJIO.
TecTupoBaHMe U MOUCK YA3BUMOCTEH B HUX HMPOUCXOJUT HE TaK UHTEHCUBHO, KaK JJIf
ITK, To 3xe caMmoe KacaeTcsi U MOOMIbHBIX ITPUJIOKEHUH.



CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yiKe IIPAKTHYECKd JOTHAIM HACTOJIbHBIE
aQHAJIOTH, OJTHAKO pacliupeHue (PyHKIIMOHAIA BJIeYeT 32 CO00M OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3aIUIIEHHOCTb.

Jlayieko He Bce MPOU3BOIUTENN BBIIMYCKAIOT OOHOBJIEHUSI, 3aKPHIBAIOIINE KPUTHUECKHE
YSA3BUMOCTH JIJIsT CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 6e30IMacHOCTH MOOMILHOTO Teﬂe(bOHaZ

Huyero He SIBJIAETCS MO-HACTOAIIEMY OecIIaTHBIM. By/ib OCTOpOXKeH, BeJlb KOTja Tebe
Ipe/jIaraloT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
YCIyTH;

Hdymaii, mpexxie yeM oTnpaBuTh SMS, ¢oto mnu Bumeo. Thl TOUHO 3HAEIb, /i€ OHU
OyAyT B KOHEYHOM UTOTE?

Heo0xo1iM0 0OHOBJIATH OIEPAIITOHHYIO CUCTEMY TBOETO CMapTdOHA;
Vcnonp3yi aHTUBUPYCHBIE IIPOTPAMMBI /1711 MOOMJIBHBIX TeJIe(pOHOB;

He 3arpy>1<a1‘/’1 IIPHJIOKEHUA OT HEM3BECTHOI'O HMCTOYHHKA, BEAb OHHU MOIYT COAEPXKATb
Bp€aAOHOCHOE ITPOrpaMMHO€E 06ecnequI/Ie;

[Tocsie TOro Kak Thl BBIWJENIb C CAUTa, I7le BBOJAWJI JIMYHYI0O MH(POPMAIUIO, 3aiilu B
HACTPOWKHU Opaysepa U yjiaau cookies;

HepI/IOI[I/I‘IECKI/I HpOBepﬂﬁ, KaKHe€ IVIaTHbIE YCIIYTH aKTUBHPOBAHbI HA TBOEM HOMEDPE;

JlaBaii cBoli HOMep MOOHMJIBHOTO Tesie()OHA TOTBKO JIIOZAM, KOTOPBIX ThI 3HAEIIh U KOMY
JIOBEpsIelllb;

Bluetooth gokeH OBITh BHIKJIIOUEH, KOT/IA ThI UM HE IOJIb3yellbes. He 3a0biBaii MHOTAA
IIPOBEPSTH 3TO.

Online urps1

CoBpeMeHHbIE OHJIAWH-UTPBI - 5TO KpaCOUYHbIE, 3aXBaTHIBAIOIIME Pa3BJICUEHUS,
00beTMHSAIONINE COTHU THICSY YEJIOBEK IO BceMy MUpPY. ITPOKU UCCIIEIYIOT JaHHBINA UM
MHUP, OOIIAIOTCSA APYT C JIPYTOM, BBITIOJHSIOT 3aJ[aHUS, CPAXKAIOTCS C MOHCTPAMHU U
MOJIyYalOT ONBIT. 3a YAOBOJIBCTBHE OHU IUIATAT: IOKYHAIOT JIUCK, OIUIAYHUBAIOT
abOHEMEHT WJIU IMTPUOOPETAI0T KAKHe-TO OIIHH.

Bce aTH cpeicTBa HAYT Ha TMOJJEpPKAaHWE W PAa3BUTHE WTIPHI, a TaKKe Ha caMy
0e30I1acHOCTh: COBEPIIIEHCTBYIOTCA CHCTEMBI ABTOPU3AIHH, BBIITYCKAIOTCSA HOBBIE TTATUH
(rudpoBbIe 3aIUIATKU J1J15 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,I[O6HI)IX Urpax CTOUT oOImacaTbCAd HE CTOJIbBKO CBOHX COIIEPHHUKOB, CKOJIBKO Kpa*Ku
TBOETO I1apO0Jisd, Ha KOTOPOM OCHOBAHa CUCTE€Ma aBTOPpU3alluN OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30I1aCHOCTH TBOETO HUTPOBOIr'O aKKayHTa:

1. Ecstu spyroit urpok BezieT cebs II0X0 WU cOo3/1aeT Tebe HeIPUATHOCTH, 3a0JI0KUpyi
€ro B CIICKE UTPOKOB;

2. Tloxkany¥ica agMUHHUCTPATOPaM WIPHl HA IUJIOXO€ TOBEJIEHHE S5TOTO0 WIPOKa,
JKeJIaTeJIbHO MPUJIOKUTh KaKHe-TO JI0Ka3aTeJIbCTBA B BU/IE CKDUHOB;



3. He ykaspiBaii 1uunHyo nuH@opmanuio B mpodaiiie Urpsol;
4. YBaKall IpyTux y9acCTHUKOB I10 UTPE;

5. He ycranasiuBaii HeoduninagibHble IaTYU U MOJBI;

6. Vcniosnp3yii cy10:KHbIe U Pa3Hble [TapOoJIH;

7. Jlaxke BO BpeMs UTPHI HE CTOUT OTKJIIOUATh aHTHUBUPYC. Iloka ThI urpaeb, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

PUINMHT WIH Kpaxa IHIHBbIX JaHHbIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CErOAHS YK€ HHUKOIO He Y/MBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBINIIEHHUKH ITEPEMECTHJINCh B WHTEPHET, U
MIPOIOJIXKAIOT 3aHUMATHCA " JTIOOUMBIM " JIEJIOM.

Tak mmosiBMJIaCh HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (QUIIKHT, TJIaBHAA IEJTh
KOTOPOTO COCTOHT B IIOJIyYeHUH KOH(MU/IEHIIMAIbHBIX JIAaHHBIX I10JIb30BaTeIed -
JIOTUHOB U napoJsied. Ha anriuiickom sizbike phishing untaercsa kak ¢umusr (ot fishing
- ppIOHAas JI0BJIsA, password - ITapoJIb).

OcHOBHBIE COBETHI IO OOPBOE ¢ GUIITTHTOM:

1. Cregu 3a cBOMM akKKayHTOM. EcjiM ThI TOIO3peBaellb, YTO TBOS aHKeTa ObLIA
B3JI0OMaHa, TO He0OX0AMMO 3a0JIOKMPOBATh €e U COOOITUTh aIMUHUCTPATOPaM pecypca
00 5TOM KaK MOHO CKOpee;

2. HCHOJ’II)SYﬁ Oe30IacHbIE Be6-CaﬁTbI, B TOM 4YHUCJIE€, HWHTEPHET-MAarasuHOB H
IIONCKOBBIX CUCTEM,

3. Mcnosp3yii cj1oKHBIE U pa3Hble maposiu. TakuM oOpas3oMm, ecyii TeOsT B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOJIyYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY ITPODUIIIO B CETH, a HE KO
BCEM;

4. Ecitut Tebs1 B3JIOMAJTH, TO HEOOXOMMO IIPEAYIIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE
JlobaByieHbl y TeOsI B ZIPYy3bAX, O TOM, UTO Tebs B3JIOMajii W, BO3MOXKHO, OT TBOETO
“MeHH Oy/IeT pacChUIaThCsA CIIAaM U CChUIKH Ha (DUITUHTOBBIE CAUThI;

5. YcraHoBu HajieskHbIN 1aposib (PIN) Ha MoOMIbHBIN TenedOH;
6. OTKJIIOYY cOXpaHEeHUe MMapoJis B Opaysepe;

7. He oTkpbIBail ¢ailibl U JIpyTHe BJIOXKEHUs B MHCHbMax, JlaskKe eCJTU OHH IPUIIIA OT
TBOUX JIpy3ei. JIydlie yTOUYHH y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiibl.

IIndpoBas permyranus

[MudpoBas pemyTanus - 3ToO HeraTUBHAsA WJIN NMO3UTHUBHAaA UHQOpManus B ceTu o Tebe.
KommpomeTrupytomas uHbopMaIys, pa3dMelleHHas B UHTEPHETE, MOXKET Cepbe3HBIM
o0pa3oM OTpa3uThCsA HA TBOEW peasibHOU ku3HU. "lludpoBas pemyramusa’ - 3TO TBOU
MMU/JIK, KOTOPBIN opmupyeTcs n3 nHbopMaIum o Tebe B UHTEPHETE.

TBOe MeECTO JKHUTEJIbCTBa, y4yeObl, TBOe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTU
XapakTepa M paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIIUBAETCS B CETH.



MHorue IoAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IMyO/JTMKAIMY JIMYHOU UH(pOPMAIUH B
VHTepHETE, HE TOHUMAs BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jajke HE CMOKEIb 10TaIaThCs
0 ToM, uTO doTtorpacdus, pa3MelleHHas 5 JIET Ha3aJl, cTajia IPUYNHON OTKa3a MPUHSATD
Tebs1 Ha paboTy.

KommenTapuu, pasmelnieHne TBowx ¢dotorpaduii U Apyrue AeUCTBUSA MOTYT He
HMCUE3HYTh JlaKe TOCJIE TOTO, KaK Thl UX YAIUIIb. Thl HE 3Haelllb, KTO COXPAaHUJ 3Ty
vHdOpManuio, momajga JU OHA B IOWCKOBBIE CHCTEMBI M COXpPAaHWJIACh JIK OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOe OKpY»KAaloIue JIIOU, KOTOPble HAWAYT U YBUJAAT 3TO.
Haiitu mHGOpPMAIIUIO MHOTO JIET CIIYCTS CMOKET JII000H - Kak U3 JOOPBIX OOy KAEHUH,
TaK U ¢ HAMEPEHUEM ITPUYNHUTD BPeJT. ATO MOXKET OBITh KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIUTe HU(PPOBOI peryTaIyu:

1. I[Togymaii, mmpex/ie ueM 4YTO-TO IIyOJIMKOBAaTh U IlepeZiaBaTh y ceOsA B OJiore Wid B
COIIMAJIBHOM CETH;

2. B HacTpoiikax npo¢uis yCTAHOBH OTPaHUYEHUS Ha IIPOCMOTP TBOEr0 MPOQUIIA U €T0
COJIEPKUMOTO, CJieJIall ero TOJIBKO "It ipy3ei”;

3. He pasmemaii 1 He yka3biBail HHGpOPMAIHIO, KOTOPasi MOKET KOT0-JT100 OCKOPOJISAThH
WU OOMKATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbBIE IIKOJHHUKH - AKTHUBHBIE II0JIb30BaTEX LH(POBOTO IMPOCTPAHCTBA.
OpHako Jlajieko He Bee 3HAIOT, YTO M0JIb30BaHNE MHOTUMH BO3MOKHOCTAMHU IU(PPOBOTO
Mupa TpebyeT cobi0/IeHUs IPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTe/IeKTyasbHAasA COOCTBEHHOCTh' OTHOCHUTCSA K Pa3JIUYHBIM TBOPEHUAM
YEeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX HM300pPETEHUM U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI U YCJIYTH, W 3aKaHYMBass KHUTaMH, dororpadusmu,
KUHOGWIbMaMH U My3bIKaJIbHBIMU IIPOU3BEEHUAMU.

ABTOpCKHeE ITpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEEHUS
HAyKU, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHME IIpaBa BHICTYIMAIOT B KauecTBe TapaHTUU
TOTO0, YTO UHTEJUIEKTYAIbHBIN/TBOPUECKUU TPy aBTOpa He Oy/IeT HAIIPACHBIM, JIACT EMY
CIIpaBeJ/INBble BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOETO TPYZAd, IOJIYYUTH
M3BECTHOCTH U Ipu3HaHue. HUKTo 6e3 pa3pelieHus aBTopa He MOXKeT BOCIIPOU3BOJUTH
€ro IpPOU3BEEHUEe, PACIPOCTPAHATH, IyOJUYHO JIEMOHCTPUPOBATh, IIPOJIABATh,
UMIIOPTUPOBATH, IIyCKaTh B MPOKAT, IMyOJIUYHO HCIIOJIHATH, TOKA3BIBATH/ UCIIOTHATh B
a¢upe uiu pa3Mmeniars B IHTEpHETE.

Vcnosb3oBanue "THUPaTCKOTO" IPOrPaMMHOTO OO0ecIeueHHWss MOKET IIPUBECTH K
MHOTHM pPHUCKaM: OT IOTEPH JIAHHBIX K TBOUM aKKayHTaM 0 OJIOKUPOBKHU TBOETO
yCTPOKCTBA, I/le YCTAaHOBJIEHA HeslerasibHasA mporpamma. He cTouT Tak:ke 3a0bIBaTh, UTO
CYIIIECTBYIOT JieTaJIbHbIE U OecIIaTHbIE TPOTPAMMBI, KOTOPbIE MOKHO HAaWTH B CETH.

O nmopragne

CeteBUYOK.p - TBOU TIJIaBHBIU COBETYMK B CeTU. 37eCh Thl MOXKeIlb Y3HAThb O
6e301acHOCT B CeTU IOHATHBIM U JIOCTYIIHBIM fA3BIKOM, a INPH BO3HUKHOBEHUU
KPUTUYECKON CUTyallid OOpaTUTHCS 3a COBETOM. A TaKiKe IPHUHATH y4YacTHe B
KOHKYPCaxX M CTaThb CAMBbIM I (PPOBBIM IpakJaHUHOM!



